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�‡Slides and recorded webinar 
will be posted on the DLC News 
& Events page at 
https://designlights.org  shortly 
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�‡All attendees are automatically 
muted
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Welcome!

https://designlights.org/news-events/on-demand-past-events/
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Webinar Orientation

�‡Questions will be held until the 
end during a live Q&A

�±Use the Question pane for Q&A
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Speakers

Levin Nock
DLC

Matt Turk
Newcomb & Boyd
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�3�R�O�O�������:�K�R���V���+�H�U�H���7�R�G�D�\�"

1. Energy Efficiency Program/Implementer

2. ESCO/Distributor

3. Manufacturer

4. Lighting Designer/Specifier/Sales Rep

5. Facility Manager/Owner/Electrician

6. Nonprofit/Govt/

7. Educ/Research

8. Test Lab

9. Other
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Poll: Have you used the DLC Networked Lighting Controls 
Qualified Products List (NLC QPL) before?

1. Frequently

2. Sometimes

3. Rarely

4. Not yet
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Who has used the NLC QPL 
                           in the past 12 months?

More than 1800 different users
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Agenda Welcome, Introductions, Agenda

Introductions to the DLC and Interoperability

�:�K�D�W���V���L�Q���W�K�H���1�H�W�Z�R�U�N�H�G���/�L�J�K�W�L�Q�J���&�R�Q�W�U�R�O�V���4�3�/�"

How is the Networked Lighting Controls QPL useful?

Interoperability

Cybersecurity

Conclusion and Questions
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Introduction to the DLC 
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70+ member utility and 
municipal programs (in green)

700+ non-member stakeholder 
organizations requiring DLC 
qualified product lists



DLC Industry Partners 
(Lighting Manufacturers, 

Specifiers, Installers)

DLC Member Programs 
(Utilities & Municipalities)
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Rebates and Incentives for 
Networked Lighting Controls

Incentives may not be available in all parts 
of each green or blue state or province.



14

Introduction to 
Interoperability



15

Interoperability the Vehicle to Owner Outcomes  

Owners are asking for Outcomes requiring 
interoperability.

interoperability means that equipment and 
software from different vendors can 
communicate without requiring custom 
modifications.
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Interoperability  

Make friends and 
Play well with others
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Interoperability transforms Building Controls 
Technologies enabling holistic Automation

HVAC

Lighting

Security

Elevators

Fire Protection

Access 
Control

Shading

Etc.
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DLC Vision for 

Interoperable NLC

�‡Enhanced market value

�‡Energy efficient buildings

�‡Comfortable occupants

�‡Efficient facility operations

�‡Market adoption and expansion

�‡Saving more electricity
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�:�K�D�W���V���L�Q���W�K�H���1�/�&���4�3�/�"
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All lighting 
controls

21

Networked 
Lighting Controls
on the DLC List

https://www.designlights.org/default/assets/File/NLC/DLC_NLC5-Technical-Requirements-updated1_25_2021.pdf
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�
�5�H�T�X�L�U�H�G���� or   �
�5�H�S�R�U�W�H�G��

Each Capability is



23

Networked Lighting Control
REQUIRED Capabilities

�� Networking of Luminaires and Devices

�� Occupancy Sensing

�� Cybersecurity

�� Daylight Harvesting

�� High-End Trim

�� Zoning

�� Individual Luminaire Addressability

�� Continuous Dimming

�� Energy Monitoring (except room-level)
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Networked Lighting Control
REPORTED Capabilities

��Remote Diagnostics

��Plug Load Control

��Traffic Sensing

��Control Persistence

��User Interface

��Personal Control

��Emergency Lighting

��Color Changing/Tuning

��Scheduling

��External Systems Integration

��Luminaire Level Lighting Control (LLLC)

��Load Shedding/Demand Response

��Scene Control
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Open the DLC List of Networked Lighting Controls



26

Open the DLC List of Networked Lighting Controls
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How is the QPL useful?



Interoperability
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Interoperability Launching Point for Owner Outcomes  
Outcome

Interoperability

Programming

Cybersecurity
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Different Control Systems within a Building
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Interoperability beyond a Building

Demand Response

OpenADR
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Filter & Sort for 
Demand Response

Type of DR
OpenADR 
Compliant

External signal type
Has 
DR

System
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Filter & Sort for 
Demand Response

Type of DR
OpenADR 
CompliantExternal signal type

Has 
DRSystem
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Case Studies
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designlights.org/lighting-hvac-integration/



68

Poll: Have you encountered owner needs or requirements 
for functional outcomes that drive interoperability?

1. Frequently

2. Sometimes

3. Rarely

4. Not yet

5. Not sure
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Interoperability  

Make friends and 
Play well with others



70

Interoperability  

Make friends and 
Play well with others

Cybersecurity  
���}�v�[�š���š���o�l���š�}���•�š�Œ���v�P���Œ�•�J



Cybersecurity
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Cybersecurity the Foundation for Trust

HVAC

Lighting

Security

Elevators

Fire Protection

Access 
Control

Shading

Etc.



Why does DLC care about cybersecurity?

73

Why does the DLC care about cybersecurity?
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Certifications of Systems on the NLC QPL

PopularUL MCV 1376
ioXt

Number of certified systems 



© 2023 Northwest Energy Efficiency Alliance

ioXt Security Pledge 

�‡ Automatic Security 
Updates

�‡ Verified Software

SECURITY
�‡ No Universal 

Passwords
�‡ Secured Interfaces
�‡ Proven Cryptography
�‡ Security by Default

TRANSPARENCY
�‡ Security Expiration Date
�‡ Vulnerability Reporting 

Program

UPGRADABILITY



© 2023 Northwest Energy Efficiency Alliance

UL MCV 1376

76

UL MCV 1376 Free Download: 
https://www.shopulstandards.com/ProductDetail.aspx?UniqueKey=35953

https://ims.ul.com/IoTSecurityTop20 

https://www.shopulstandards.com/ProductDetail.aspx?UniqueKey=35953
https://ims.ul.com/IoTSecurityTop20


© 2023 Northwest Energy Efficiency Alliance

UL MCV 1376
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UL MCV 1376 Free Download: 
https://www.shopulstandards.com/ProductDetail.aspx?UniqueKey=35953

DLC NLC Version

https://www.shopulstandards.com/ProductDetail.aspx?UniqueKey=35953
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Certifications of Systems on the NLC QPL

UL MCV 1376
ioXt

Number of certified systems 

Less 
Popular
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Why so many certifications?



ANSI/ISA/IEC 62443 
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www.ISA.org

www.IEC.ch 

www.ANSI.org

ANSI/ISA/IEC 62443 

http://www.isa.org/
http://www.iec.ch/
http://www.ansi.org/
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ANSI/ISA/IEC 62443 

www.ISA.org

www.IEC.ch 

www.ANSI.org

http://www.isa.org/
http://www.iec.ch/
http://www.ansi.org/
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For More Details

https://www.designlights.org/dlc
-report/nlc5 -cybersecurity -

overview/  

https://www.designlights.org/news -events/events/webinar -
whats -next -for -cybersecurity -at-the -dlc/

https://www.designlights.org/dlc-report/nlc5-cybersecurity-overview/
https://www.designlights.org/dlc-report/nlc5-cybersecurity-overview/
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Cybersecurity �� Cyber Hygiene 

�‡Develop a strong password

�‡Change from defaults

�‡Don't share credentials with others

�‡Enable Logs 

�‡Start Audits

�‡Set Goals

�‡Track progress

�‡Celebrate wins
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Cybersecurity Resources

https://www.designlights.org/dlc
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overview/  
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Poll:  Will this webinar help you use the NLC QPL any better?

1. Yes, a lot

2. Yes, a little

3. Not sure

4. No

5. �1�$�����–���G�R�Q���W���X�V�H���L�W



Q&A

90
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URLs for chat

�‡Slide 25 Homepage:  designlights.org

�‡Slide 67 Toolkit:  designlights.org/lighting-hvac-integration/

�‡

�‡Slide 82 

�‡Cybersecurity webinar:  https://www.designlights.org/news -
events/events/webinar -whats -next -for -cybersecurity -at-the -dlc/

�‡Cybersecurity overview: https://www.designlights.org/dlc -report/nlc5 -
cybersecurity -overview/  
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