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exida

Founded in 1999 by several of the
world's top reliability and safety experts,
professionals around the world turn to
exida for help and guidance related to
functional safety, alarm management,
and ISA/IEC-62443 based ICS
Cybersecurity services.
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exida...A Customer Focused Company -

cadem

Engineering Tools

exida helps our customers achieve safe,
reliable, and secure automation solutions
through:

* Powerful engineering tools that
efficiently deliver technically correct
results

* Thorough certification and assessment
schemes that achieve compliance
through a pragmatic approach

« Comprehensive system lifecycle services
that deploy experts to solve your
toughest problems

System Lifecycle Services Certification
& Assessment

Copyright © exida.com LLC 2000-2019 3
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exida Certification

exida is the industry leader in the certification of personnel, products,
systems, and processes to the following international standards and

guidelines:

»

»

»

»

»

»

IEC 61508 Certification
|IEC 61511 Certification
ISO 26262 Certification and Tool Qualification

IEC62443 Cyber Security Certification
Machinery Safety Certification (IEC 62061, I1SO 13849)

Certified Functional Safety Expert (CFSE) - Personnel Certification Program

Copyright © exida.com LLC 2000-2019 4
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exida - Global Leader in Functional Safety Certification

All Safety Device Certifications
2004 - 2014

An ARC Market Report from 2015 showed exida
was the global leader in safety device
Ailes certifications.

Advisory’Group

Safety Logic Solver Certifications

Even in the Logic Solver category where the first
certifications were done in 1982 by TUV Product
Service (now TUV SUd), exida has overcome a
twenty year head start to become the leader.

m exida ® TUV Rh = TUV Sud
TUV Nord m CSA/SIRA = UL

m Bureau Veritas Copyright © exida.com LLC 2000-2019

exida Academy '
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exida - Global Leader in Automation Cybersecurity Certification

. . . ——_CSSC-CL
exida has pioneered automation ~

cybersecurity and remains the clear
world’s leader in automation
cybersecurity certification.

TOV Rheinland

Based on a certificate count from the ISCI website.

Copyright © exida.com LLC 2000-2019
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Unlike older standards (e.g.
|IEC 61508 functional safety)
which covered everythingin
one document, ISA/IEC 62443
was broken up into multiple
documents. This allows
faster release and updating,
something important for the
fast moving field of
cybersecurity. IEC 62443
standards were based on the
ISA 99 series.

IEC 62443 Standards Organization

— IEC 62443-1-1 IEC 62443-1-2 IEC 62443-1-3
= Master Glossary of
E Terminclogy, s andw System security
s} Concepts and Modals Abbroviatians compliance metrics
Security Program
Estabilishing an IACS Operating an I1ACS Patch Management in Requirements for
Security Program Security Program the IACS Environment IACS Service
Providers

AT N i bt

Security
Technologles far
1ACS

Security Assurance
Levels for Zones and
Conduits

System Security
Reguirements and
Security Assurance

Levels

Froduct
Development
Lifecycle
Requirements

Technical Security
Requirements far
1ACS Components
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The IEC 62443 series
of standards are
based on the ISA S99
standards which
began development
in 2001. Many hours
of thought have
gone into these
documents.

IEC 62443 Standards Organization

— IEC 62443-1-1 IEC 62443-1-2 IEC 62443-1-3
= Master Glossary of
E Terminclogy, s andw System security
s} Concepts and Modals Abbroviatians compliance metrics
Security Program
Estabilishing an IACS Operating an I1ACS Patch Management in Requirements for
Security Program Security Program the IACS Environment IACS Service
Providers

AT N i bt

e St U] [P R B

Security
Technologles far
1ACS

Security Assurance
Levels for Zones and
Conduits

System Security
Reguirements and
Security Assurance

Levels

Froduct
Development
Lifecycle
Requirements

Technical Security
Requirements far
1ACS Components
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IEC 62443 is focused on
Automation Systems
(Operational Technology -
OT) rather than Information
Technology - IT.

The “-1” series covers
terms, concepts, and
metrics.

ey

IEC 62443 Standards Organization

— IEC 62443-1-1 IEC 62443-1-2 IEC 62443-1-3
)
E Terminclogy, Mas:::in:‘;w o System security
L) Concepts and Modals Absraitatians compliance metrics
e - IEC 62443-2-1 IEC 62443-2-2 IEC 62443-2-3 IEC 62443-2-4
=
% _’- curity Program
S -§ Establishing an IACS Operating an 1ACS Fatch Management in Riquirements for
3 Security Program Security Program the IACS Environment 5 Service
o E roviders
= \
\
A | |
E Terms,
\ Security Security Assurance Syan Sacitiny Concepts &
e Requirements and
s Technologies for Levels for Zones and SariiFity Assiirance .
S IACS Conduits i Metrics

Product
Development
Lifecycle
Requirements

Technical Security
Requirements for
1ACS Components
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IEC 62443 is focused on
Automation Systems
(Operational Technology -
OT) rather than Information
Technology - IT.

The “-2” series covers
operations and
maintenance.

IEC 62443 Organization

— IEC 62443-1-1 IEC 62443-1-2 IEC 62443-1-3 8
T Operations &
E PMaster Glossary of Malntenance
@ Terminclogy, sy System security
L) Concepts and Modals Absraitatians compliance metrics
o3 o IEC 62443-2-1 IEC 62443-2-2 IEC 62443-2-3 IEC 62443-2-4
=
% = Security Program
o -g Establishing an 1ACS Operating an IACS Fatch Management in Requirements for
° Security Program Security Program the IACS Environment 1ACS Service
o E Providers
o
£ IEC 62443-3-1 1EC 62443-3-2 IEC 6244333
:-j': ) System Security
g Security Security Assurance Rasgiiamenteand
ey Technologies for Levels for Zones and
. Security Assurance
IACS Conduits [

Product
Development
Lifecycle
Requirements

Technical Security
Requirements for
1ACS Components
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&ica IEC 62443 Organization

Systems - both OEM and : IEC 62443-1-1 IEC 62443-1-2 IEC 62443-1-3
B es p O ke I n te g ra tl O n S a re E Terminology, Wiprtat Glakary of System security
t h f f t h ({4 3 2 H lg Concepts and Ml;dels i afld compliance metrics
€ TOoCuUsS o € -5 series. Abbrevlaticns
V 4
@ $ IEC 6244321 IEC 62443-2-2 IEC 62443-2:3 IEC 6244324
“EE 3 3 .= Security Program
a2 § Establishing an 1ACS Operating an |ACS Patch Management in Requirements for
= m i Security Program Security Program the IACS Environment IACS Service
T =] E g Providers
v 8 : — /
475 - >
Le 1 o]
_i , (2“5 e L N B Y
| | — - —y"
. = o =l § System Security
—_ - Security Security Assurance Requirements and
:f - = Technologles for Levels for Zones and 5 by A
= b == 1 IACS it eeur LILm?-ls::ran.ﬁe
.;..' - 3 EJ \
-] - == '
- =| S
=1 == ystem
. f—f-i De:;f;f": 2 Technical Security Inteeration
Lifecycle Requirements far eg atio
g Requirements 1ACS Components
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& ISA/IEC 62443 Organization

Products (devices sold and . IEC 62443-1-1 IEC 62443-1-2 IEC 62443.1-3
used by themselves) such g R T —
. . 2 Terms and 3 ;
as switches, firewalls, © oucApes 2 Hlod s Nsbreviations compliance metris
dedicated controllers, etc. |
are covered the in the “-4” & EChEvs2 [Ecsatn-2a IEC §2445-2.3 IEC 62443-24.
H : .z Security Program
series. g E Establishing an 1ACS Operating an IACS Patch Management in REquirarnenlts for
Security Program Security Program the IACS Environment IACS Service
E g Providers
£
E3 eeur ecurity Assurance Sistecrt Sncirity
-I-r thhsnnlngi:::s for Lszuels fr:rﬁ;nnes and :: :ul:ikr:;r:::;am
1ACS Conduits faiie
Component
Hda Technical Security DeSign &
e R iceiriaite e Development
Requirements 1ACS Components
|
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IEC 62443 Security Levels

SL1 - Staff No Attack Mistakes Non-intentional  Individual
Skills

SL3 - Hacker, System Moderate Sophisticated Moderate

Terrorist Specific (attack) (Hacker Groups)
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IEC 62443 Requirements Overview

— Network Robustness Testing must be done to show safe,
correct operation and identify any Cybersecurity Susceptibilities

— Products and Systems must have Cybersecurity Protection
Mechanisms

— Engineering Processes must be defined and documented with
sufficient steps to reduce design errors that impact cybersecurity
strength
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IEC 62443 Requirements - Network Robustness Testing

— Network Robustness Testing must be done to show safe,
correct operation and identify any Cybersecurity Susceptibilities

* FuzzTesting
* Penetration Testing

* Malformed Packet Testing
» Storm Testing

° Security Level 4

oee Security Level 3
Security Level 2
Security Level 1 -
Y . Vulnerability Vulnerability
Vulnerability Vulnerability - Identification Testing | 'dentification Testing
Identification Testing Identification Testing

Communication Robustness Testing
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IEC 62443 Requirements - Cybersecurity Protection Mechanisms

— Products and Systems must have Cybersecurity Protection Mechanisms

Security Level 4

Security Level 3

Security Level 2

Security Level 1

Vulnerability

Vulnerability Identification Testing

Identification Testing

Vulnerability

Vulnerabilit
Y Identification Testing

Identification Testing

Communication Robustness Testing
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Cybersecurity Protection Mechanisms

sssssssssssssssssssssssss
nnnnnnnnnnnnnnnnnn

* System Protection Mechanism Requirements
specified by IEC 62443-3-3

 Component Protection Mechanism

Requirements specified by IEC 62443-4-2

mmmmmmmmmm

* Both provide list of requirements per security
level. The lists are similar.

Copyright © exida.com LLC 2000-2019




. . . ISASecure
Cybersecurity Protection Mechanisms

Certificate / Certificat

Foundational Requirement SL-1 SL-2 SL-3 SL-4 -
Zertifikat /| SREE
FR 1 — Identification and Authentication 10 16 22 24 HPS 1803066 COO1
Control z Exp:i;neg 2:0(:“ Cs:ontreoller
= £ with CF9
FR-2 Use Control 8 12 21 24 I
Cerﬁli:::;;g: s:;o;;g Honeywe_zll Process Solution_s
FR-3 System Integrity 5 10 16 19 EDi Cat gt VIR G R Wi o Cevyhanta
FR-4 Data Confidentiality 2 4 5 6 mhmmmn.;;""“w
FR-5 Restricted Data Flow 4 6 10 11 o e
FR-6 Timely Response To Events 1 2 3 3 MogelNumber G300 it 7
FR-7 Resource Availability 7 10 13 13 e

License: ISCI-CLODO1 g CELV
ACLASS Cert No: AT-A53 V| ‘

: Utetbaon AYGAL_
Example: A product meets all SL-1 requirements, and perhaps O
some SL-2 or SL-3. That certification will show SL-1. b’
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IEC 62443 Requirements - Engineering Process

E ISASecure

— Engineering Processes must be defined and documented with sufficient steps

to reduce design errors that impact cybersecurity strength

Security Level 4

Security Level 3

Secure Development
Process

Secure Development
Security Level 2 Process

Secure Development
Security Level 1 Process

Secure Development
Process

Vulnerability

Vulnerability Identification Testing

Identification Testing

Vulnerability

Vulnerabilit
Y Identification Testing

Identification Testing

Communication Robustness Testing
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Engineering Process Maturity Levels

Level

IEC 62443-2-4

Description

Initial

Service providers typically perform the service in an ad-hoc and often undocumented (or not
fully documented) manner. Requirements for the service are typically specified in a statement
of work under contract with the asset owner. As a result, consistency across projects may not
be able to be shown.

Managed

At this level, the service provider has the capability to manage the delivery and performance
of the service according to written policies (including objectives). The service provider also
has evidence to show that personnel have the expertise, are trained, and/or are capable of
following written procedures to perform the service.

Defined
(Practiced)

A service at Level 3 is a Level 2 service that the service provider has practiced for an
asset owner at least once. The performance of a Level 3 service can be shown to be
repeatable across the service provider’s organization. Level 3 services may be tailored for
individual projects based upon the contract and statement of work from the asset owner.

Improving

Using suitable process metrics, service providers control the effectiveness and performance of the
service and demonstrate continuous improvement in these areas, such as more effective
procedures or the installation of system capabilities with higher security levels (see IEC
62443-3-3). This results in a security program that improves the service through
technological/procedural/management changes. See IEC 62443-1-3 for a discussion of metrics.

21
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Engineering Processes - IEC 62443-2-4

System Integration Security Development Process

» Systems Level engineering process for Systems (OEM
or Bespoke Integrators).

* Procedures
 Documentation Required
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Engineering Processes - IEC 62443-4-1

Foundation in Microsoft Security Development Lifecycle

» Software engineering for security has also been developed over many years
based on common software engineering principles with specific additions.

* Microsoft identified several key objectives:

— Reduce the number of security vulnerabilities THE SECURITY ="
DEVELOPMENT

— Reduce the severity of remaining vulnerabilities LIFECYCLE

— Implement strong software engineering procedures - {.; :

— Use design procedures and static analysis tools
* Eliminate specific well known vulnerabilities

Howard, Michael, and Steve Lipner. The Security Development Lifecycle: SDL, a Process for
Developing Demonstrably More Secure Software. Redmond, WA: Microsoft, 2006. Print.




Security Training

Security
Requirements

Engineering Processes

.

Security
Response
Planning

/ and
Ongoing Execution
Support

Requirements |, .. st i S »| Operational
Analysis Testing “\
\ / Security
S . e | i ti Validation
ecurity igh Level | ntegration Lo Testin
Architecture ——~ Design il b Testing ’
Design =
T Security Integration
Securlty Risk Testing
Assessment ' Detailed Unit
and Threat Modeling Specifications Testing
) Security Code Reviews &
Security A Static Analysis
Coding g Coding
Guidelines
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Certificate / Certificat

Zertifikat / A4&EE
SCH 1504124 C002

exida hereby confirms that the
Security Development Lifecycle Process
Praciced by
Schneider Electric
Foxboro, Massachusetts, USA
Worthing, UK
Hyderabad, India
Has been assessed per the relevant requirements of:

[Revision 1.0 August 10, 2015
Valid unii August 31, 2018

IEC 62443-4-1 Security for Industrial
Automation and Control Systems
Version DC

And meets the requirements for:
LEVEL1

‘Autnonized Representative

Cybersecurity
Process
Certification




Certificate /

Zertifikat /

ABB 17092
exida hereby confirms that the
HPC800 Controller
Manufactured by
ABB
Wickliffe, Ohio
USA

Certificate / Certificat

 Third party tech.nlcal expert attestation of sl G e
compliance against IEC 62443 requirements

ful exida hereby confirms that the
%)

‘exida"
What is IEC 62443 Certification?

. = Experion® €300 Controller
4 with CF9
from three categories:
Certification Report: Honeywell Process Solutions

— Detailed Analysis of engineering processes to S e

Certificate / Certificat  remensor
determine Systematic Capability and Cybersecurity Zertficat | BHEE
Strength

EAS 1711212 C001
exida hereby confirms that the
DeltaV and DeltaV SIS Product
Development Process
Practiced by
Emerson Automation Solutions
Austin, TX USA
Manila, Philippines
Has been assessed per the relevant requirements of:

— Detailed Analysis of product design and validation

testing to show cybersecurity protection mechanisms ez
. (E:QS.171.1212RG:£ VIR1 Zertifikat / nﬁﬁ
in the product

SCH 1401119 C001
cERTIFIg, exida hereby confims that the
y Y Field Control Processor 280 (FCP280)
Manufactured by
Schneider Electric
70 Mechanic Street, Foxborough, MA
UsSA

— Network Testing to show safe, correct operation and
Cybersecurity Susceptibility

Has been assessed per the relevant requirements of-
ISASecure™ Embedded Device Security
Assurance Program
20101

And meets the requirements for:

LEVEL1

Model Number: FCP280
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Who does Cybersecurity Certification?

OEM Self-Declaration?
* High confidence comes from certification by an impartial organization.

Any Third Party?

» High credibility comes when the certification organization has strong technical depth
to understand not only the requirements but why they exist.

Certificate / Report - complete and publicly available

* Work done should be publicly available in a report

. . . ? 7T
Accreditation of Third Party: GAF  ans

AMNS! Accredilad Program
ISONEC 17065

PRODUCT CERTIFICATION BODY
004
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Strong Established Infrastructure

¢ An Accreditation Body @

CERTIFICATE OF ACCREDITATION

(AB) will audit and R
accredit a Certification

Body (CB). ﬁ\
- : : } of ACCREDITATION

¢ Certification Bodies must

Operate any product = i
certification program G e
under ISO 17065 e —
requirements. _— -,

Copyright © exida.com LLC 2000-2018
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International Recognition

exida is fully accredited
per ANSI, the United
States IEC liaison, as a
Certification Body for
Cybersecurity and
Functional Safety

. CERTIFICATE
%T ACCREDITATION

Propuct CERTIFICATION

The American National Standards Institute hersby affirms that
exida.com L.L.C.

80 North Main Street, Sellersville, PA 18960, United States

ACCREDITATION IDH 1104

mests the ANS| acoreditation program requiremants and those set forth in
I1SCAEC 17066:2012 Conformity assessment - Requirameants for Bodies cerffying products, processes and senice
LIST OF CERTIFICATION SCHEME(S)
154 554 (System Securlly Assurante)
154 SDLA {Securily Devalopment Lifecyels Assurance)
154 Securs EDSA
IEC §1508- Functional Safaty of ElectricaliElectronic/Programniable Electronic Safely-related Systems
IEC 61511 Functional safety - Safety instrumented systems for the process indusiry secior
|EC 62061 Industrial networks - Wireless ication nelwork and fon profiles
150 28282 Road Vehicles Funciional Safely Package
S0 13846 Safaty of Machinery Package
EN 50128/EN 50129 Rallway app (e i signaling and p g syslems
ESCP - IEC 6244341, 62443-4-2 & 62443-2-4 (INDUSTRIAL METWORK AND SYSTEM SECURITY)
ESTS exida Security Test Scheme (IEC 82443-4-1, Seclion )

for programs within the following

ANSI is a member of the
International Accreditation
Forum (IAF). Most
countries of the world are
signatories of the IAF
Multilateral Recognition
Arrangement (MLA) which
assures global certificate
acceptance.

SCOPE OF ACCREDITATION

g Dsesmiet,

ANSIVICGE PRESIDENT. ACCREDITATION
ANSI -
o
ACCREDITED

Copyright © exida.com LLC 2000-2019
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ISA Security Compliance Institute created the first cybersecurity
certification scheme before IEC 62443 existed

- exida has been directly exida
Invo Ived exida.com, LLC
HQ Sellersville, PA/global locations CERTIFICATE ‘
° exida was the first globa"y The first ISASecureincgg;tfred lab, accredited Fnsifi;ﬂ'.-"“
accredited cybersecurity ==
Certification Body (CB)
- exida has completed more ‘exidq_com =
cybersecurity certifications e ———
Ao Rotsine
than any other CB e
E ISASecure 11 ISA Security Compliance Institute
¢ EX|da IS a SUpp()rtel" Of the Copyright ISCI, used with permission

ISCI Scheme

Copyright © exida.com LLC 2000-2018
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Who does IACS cybersecurity certification?

Several CBs now offer cybersecurity certification

Standard

ISA S99

IEC 62443

IEC 62443

Scheme

Original ISASecure

ISASecure

CB Scheme

Scheme Owner Accredited Certification Bodies (CB)
ISA Security ‘exida , CSSC-CL, TUV Rheinland
Compliance Institute

(1SCI)

Ne ‘exida , CSSC-CL, TUV Rheinland

CB

‘exida , TUV Rheinland,
TUV Sud, SGS-TUV Saar, TUV Nord

Copyright © exida.comLLC 2019
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. Cybersecurity Certification Categories

|IEC 62443 cybersecurity certification programs in four categories:

* Process Certification
Assessment of the engineering and test process used to design and
integrate devices and networks

* Device Certification
Assessment focused on a device, e.g. a PLC, Safety PLC, a Gateway, a
Firewall, or DCS controller

« System Certification
Assessment of a system including multiple devices and networks

* Personnel Certification
Assessment of a system including multiple devices and networks




Cybersecurity Certification Process

Any Cybersecurity Certification Scheme uses one or more of the following three
process steps:

1. Auditthe development process used to create the product

2. Analyze and test cybersecurity features of the product to determine if they are
sufficient.

3. Perform cybersecurity network stress testing to find network vulnerabilities -
focus on most effective tests

Security Level equates a minimum set of security features/capability as well as
assurances for secure development process and security testing
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IEC 62443 Cybersecurity Certification Schemes

Based On Classification Program Name Applicable to
Device Process Security Development |OEM New Product

IEC 62443-4-1 Certification Process Development
System Process System Integrator

IEC 62443-2-4 Certification Process System Integrator

IEC 62443-4-1, IEC 62443-4-2

Device and Application
Certification

Security Device
Certification

OEM Product

IEC 62443-2-4, IEC 62443-3-3

OEM System
Certification

System Security
Certification

OEM System

IEC 62443-2-4, |IEC 62443-3-3

Integrated System
Certification

Integrated System
Certification

Integrated System

Security Development

OEM New Product

IEC 62443-4-1 ISCI SDLA Process Development
Security Device

IEC 62443-4-1, IEC 62443-4-2 |ISCI EDSA Certification OEM Product
System Security

IEC 62443-2-4, IEC 62443-3-3 |ISCI SSA Certification OEM System

Copyright © exida.com LLC 2000-2018

Certificate / Certificat
Zertifikat | &HEE

SCH 1504124 CO01
cid Nty oo wat P
Security Development Litecycle Process
ety
Schneider Electric
Foxboro. Massachusetts, USA.
Worthing, UK
Hyderabad, India

s e s s e ik s of

[ ———

exida offers a range of
effective cybersecurity
certification schemes to
meet the needs of many
industries. exida supports
both the original ISCI

schemes and exida schemes

based on |IEC 62443.
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Benefits of IEC 62443 Cybersecurity Certification

Structured, auditable, repeatable approach to evaluating the security of an
automation product and the development practices of the
manufacturer/integrator against an established benchmark.

End-user Supplier

* Easy to specify security needs - * Evaluated once

security level * Recognition for effort
* Build security requirement into RFP * Build in security
* Reducedtimein FAT/SAT * Product differentiator
* Know security level out of the box * Reduce support costs
* Better cybersecurity strength * Enhance credibility
* Provides confidence from independent * Break the pen/patch cycle

expert technical assessment
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& What is a Certification Scheme?

“Scheme” is a word defined in ISO/IEC 17065 which means:
“Certification system related to specified products, to which the same specified requirements, specific
rules and procedures apply.”

»The operational requirements of ISO/IEC 17065 are extensive and exida
is audited per those requirements every year by ANSI. However, 17065

has some options. .
»- Operational

The chosen options must be defined in the Scheme. Therefore a Requirements from
3 Scheme should be: ISO/IEC 17065
» Alist of referenced standards with certification requirements. « Technical Requirements
 Surveillance Audit required 3 of the Referenced
* Anyinterpretations of the requirements in the referenced Standard
standards

* Anyrequirements in addition to the referenced standards

* Engineering Change requirements - Fthe Sl

Copyright exida 2019 35
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Other Automation Cybersecurity Standards?

Other Automation Cybersecurity Standards exist. Questions to ask to evaluate
one standard / scheme versus another:

1. Isthe standard recognized internationally? The IEC standards have strong global recognition.

2. Isthe standard supported by several Certification Bodies? Competition between CBs is good for
business. Infrastructure has been established for IEC 62443 using several competing CBs.

3. Isthe Certification Body specifically accredited for automation cybersecurity? exidais ANSI
accredited for cybersecurity.

4, Does the Certification Body have sufficient technical depth? exida has been an active authorin IEC
62443, has published a book on IEC 62443, and offers training courses.

5. Does the Certification Body have a reputation for service and support? exida has a strong service

ethic and a reputation for support.
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Personnel Certification

exida also operates an extensive personnel
certification program for both functional safety and

cybersecurity.

IEC 62443 cybersecurity exam types:

— Integration Cybersecurity
— Automation Cybersecurity
— Software Development Cybersecurity
- Design, Operate & Maintain: Robotics

Copyright © exida.com LLC 2000-2019 37
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exida

wgoble@exida.com
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